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B. Kacsmar 

Usability

2

“Efficiency”Functionality Deployability 
and Verifiability

Trust and 
Perceptions

“Accessibility”

You are probably already familiar with a “usability” based 
design principle



B. Kacsmar 

Shannon’s Maxim and Kerkhoff’s Principle Mean: 
● Security shouldn’t rely on the secrecy of the method

● Do use public algorithms with secret “keys”

● The adversaries target…is the key

3

Core: Easier to change a “short” key than your whole system. 
(e.g., Recovery)
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Unconditionally Secure: One-Time Pad

Rule: yi = xi + ki (mod 2)
4

Ciphertext: 

Key: 

Message: 

Core problem: Key as long as the message,
Only used once
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On Usability (Today)
● We need to define this term…

● Why (and how) do we “need” to consider usability?

● Usability based analysis 

● Examples using analysis towards cryptography

5
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Base Cryptography - Writing “secret” messages

6

Communicators Adversaries

Alice Bob Carol Dave Eve Mallory

Shhh secret words

I listen…
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Cryptography for Security and Privacy

7

Someone wants to 
complete a task 

But there are privacy 
implications and risk 

from that task

Researchers 
develop technical 

solutions

We (mostly) 
use math…
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Cryptography for Communications?

8

● Diffie-Hellman Key Exchange, 1976
● RSA Encryption, 1977
● Shamir secret sharing, 1979 
● PGP, Pretty good privacy, 1991
● …



B. Kacsmar 

Application Example: Sending Messages with Tor

9

Alice (after many steps of PKC) encrypts her message “like an onion”; 
each node peels a layer off and forwards it to the next step

If connecting to a web server, M is encrypted (e.g., TLS)
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Cryptography for Everyday

10

● Diffie-Hellman Key Exchange, 1976
● RSA Encryption, 1977
● Shamir secret sharing, 1979 
● PGP, Pretty good privacy, 1991
● …
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Cryptography for Private Computations

11

Balancing Privacy and Utility
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Cryptography for Private Computations

12

Private Machine 
Learning

Private Query 
Processing

Private Set 
Intersection

Multiparty 
Computations

A B? A B

C
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Private Computations Class

13

Private Machine 
Learning

Private Query 
Processing

Private Set 
Intersection

Multiparty 
Computations

A B? A B

C

Define, what is being protected, from whom, 
and under what conditions this protection will hold. 
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A Tale as Old as Time…

14

How do we cross this? 
Academic 

Cryptography

Correctly Deployed 
Cryptography
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Utility, the Usability Scapegoat
Definition: the benefit that users (and the provider) get from 
using the system.
Communications system:

• For users: being able 
to communicate

Data Science:
• For participants: maybe they               get 

compensation?
• For data owner: it can sell              

access to model/analysis for revenue
• Analysts: they pay to get benefits from 

the model’s outputs
• General public: maybe the model 

outputs are good for society?

15
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Machine learning:

Quantifying Utility the Scapegoat

Communications system:

16

Q: How do we quantify utility?

● Low packets dropped
● High bandwidth/throughput
● Low latency/delay…

● Useful model (high test accuracy)
● Unbiased model (low disparity 

among subpopulations)
● Low computational requirements 

to build the model
● Fast training algorithm…
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The Privacy-Utility trade-off
● Given any metric for privacy and for utility, they are usually 

at odds:

P
riv

ac
y

Utility

• Q: How do you design a system that 
provides maximum utility?

• Q: How do you design a system that 
provides maximum privacy?

• Designing a system that provides a good 
privacy-utility trade-off is hard!
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The Privacy-Utility trade-off
● Given any metric for privacy and for utility, they are usually 

at odds:

P
riv

ac
y

Utility

• How do you design a system that provides 
maximum utility?

• You design it without privacy in mind
• How do you design a system that provides 

maximum privacy?
• ..?

• Designing a system that provides a good 
privacy-utility trade-off is hard!
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The Privacy-Utility trade-off
● Given any metric for privacy and for utility, they are usually 

at odds:

P
riv

ac
y

Utility

• How do you design a system that provides 
maximum utility?

• You design it without privacy in mind
• How do you design a system that provides 

maximum privacy?
• You don’t design it

• Designing a system that provides a good 
privacy-utility trade-off is hard!

19
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The Entanglement, Beyond Utility Alone

SAC 2024 Special Topic:

Cryptographic tools for privacy, privacy-enhancing 
technologies and interactions between privacy and 

cryptography.

20

Cryptography for privacy or even security is entangled with 
humans
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Beyond Data the Abstraction

21
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Beyond Data the Abstraction

22
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Consider: 
● What is differential privacy?
● How would you explain it to someone? 
● Who do you need to explain it to? 
● What do you need to explain to ensure that it is used 

correctly? 
● What would you say to give the general intuition of it to 

<insert curious family member’s name here> 

23



B. Kacsmar 

Intuition Example: Differential Privacy Intuition

24

Technical 
Privacy

Data 1

Data 2

Their Data

Bob
Nothing

Query x

y

Define, what is being protected, from who, and under what 
conditions this protection will hold. 
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Utility? 

25

Usability? 

What does usability mean for cryptography??? 

Communication? 

Computation? Hardware? 
Intuition?

Accessibility?
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This Security Trope…

People are the weakest link in the chain 

26
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Reject this Security Trope

People are the weakest link in the chain 

– but it is not that simple, nor is that fair 

27
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Why Johnny Can’t Encrypt - 1999
Set the stage: 
● We have crypto…
● We have crypto tools…
●

28

Whitten and Tygar. "Why Johnny Can't Encrypt: A Usability Evaluation of PGP 5.0." USENIX Security Symposium. 1999.
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Why Johnny Can’t Encrypt - 1999
Set the stage: 
● We have crypto…
● We have crypto tools…
● BUT, they’re not really being used…                                      

(by non-cryptographers)

29

Whitten and Tygar. "Why Johnny Can't Encrypt: A Usability Evaluation of PGP 5.0." USENIX Security Symposium. 1999.
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Why Johnny Can’t Encrypt - 1999
Set the stage: 
● We have crypto…
● We have crypto tools…
● BUT, they’re not really being used…                                      

(by non-cryptographers)

30

Whitten and Tygar. "Why Johnny Can't Encrypt: A Usability Evaluation of PGP 5.0." USENIX Security Symposium. 1999.
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Why Johnny Can’t Encrypt - 1999
Set the stage: 
● We have crypto…
● We have crypto tools…
● BUT, they’re not really being used…(by non-cryptographers)

31

Whitten and Tygar. "Why Johnny Can't Encrypt: A Usability Evaluation of PGP 5.0." USENIX Security Symposium. 1999.

Only a handful of 
related work… 
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Why Johnny Can’t Encrypt - 1999
Set the stage: 
● We have crypto…
● We have crypto tools…
● BUT, they’re not really being used…(by non-cryptographers)

32

Whitten and Tygar. "Why Johnny Can't Encrypt: A Usability Evaluation of PGP 5.0." USENIX Security Symposium. 1999.

Only a handful of 
related work… 

Only one notion of 
usability across them…
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Why Johnny Can’t Encrypt - 1999
Set the stage: 
● We have crypto…
● We have crypto tools…
● BUT, they’re not really being used…(by non-cryptographers)

33

Whitten and Tygar. "Why Johnny Can't Encrypt: A Usability Evaluation of PGP 5.0." USENIX Security Symposium. 1999.

Only a handful of 
related work… 

Only one notion of 
usability across them…

“Usability necessarily has different meanings in 
different contexts”
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Usability - 1999

“For some, efficiency may be a priority, for others, learnability, 
for still others, flexibility. In a security context, our priorities 
must be whatever is needed in order for the security to be 

used effectively.”

34

“Usability necessarily has different meanings in 
different contexts”

Whitten and Tygar. "Why Johnny Can't Encrypt: A Usability Evaluation of PGP 5.0." USENIX Security Symposium. 1999.
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Usability - 1999

“For some, efficiency may be a priority, for others, learnability, 
for still others, flexibility. In a security context, our priorities 
must be whatever is needed in order for the security to be 

used effectively.”

35

“Usability necessarily has different meanings in 
different contexts”

Whitten and Tygar. "Why Johnny Can't Encrypt: A Usability Evaluation of PGP 5.0." USENIX Security Symposium. 1999.
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Usability - 1999

“For some, efficiency may be a priority, for others, learnability, 
for still others, flexibility. In a security context, our priorities 
must be whatever is needed in order for the security to be 

used effectively.”

36

“Usability necessarily has different meanings in 
different contexts”

Whitten and Tygar. "Why Johnny Can't Encrypt: A Usability Evaluation of PGP 5.0." USENIX Security Symposium. 1999.
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Usability - 1999

“For some, efficiency may be a priority, for others, learnability, 
for still others, flexibility. In a security context, our priorities 
must be whatever is needed in order for the security to be 

used effectively.”

37

“Usability necessarily has different meanings in 
different contexts”

Whitten and Tygar. "Why Johnny Can't Encrypt: A Usability Evaluation of PGP 5.0." USENIX Security Symposium. 1999.
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Definition (1999) 
Security software is usable if the people who are expected to 
use it:
● are reliably made aware of the security tasks they need to 

perform
● are able to figure out how to successfully perform those 

tasks
● don’t make dangerous errors are sufficiently comfortable 

with the interface to continue using it

38

Whitten and Tygar. "Why Johnny Can't Encrypt: A Usability Evaluation of PGP 5.0." USENIX Security Symposium. 1999.
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Definition (1999) 
Security software is usable if the people who are expected to 
use it:
● are reliably made aware of the security tasks they need to 

perform
● are able to figure out how to successfully perform those 

tasks
● don’t make dangerous errors are sufficiently comfortable 

with the interface to continue using it

39

Whitten and Tygar. "Why Johnny Can't Encrypt: A Usability Evaluation of PGP 5.0." USENIX Security Symposium. 1999.

How can we improve this? 
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Challenges (1999)
Claim: Security has some inherent properties that make it a
difficult problem domain for user interface design.

40

Whitten and Tygar. "Why Johnny Can't Encrypt: A Usability Evaluation of PGP 5.0." USENIX Security Symposium. 1999.
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Challenges (1999)
Claim: Security has some inherent properties that make it a
difficult problem domain for user interface design.

41

Whitten and Tygar. "Why Johnny Can't Encrypt: A Usability Evaluation of PGP 5.0." USENIX Security Symposium. 1999.

What do you think they are (were)? 
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Challenges (1999)

● The unmotivated user property
● The abstraction property
● The lack of feedback property
● The barn door property
● The weakest link property

42

Whitten and Tygar. "Why Johnny Can't Encrypt: A Usability Evaluation of PGP 5.0." USENIX Security Symposium. 1999.

Claim: Security has some inherent properties that make it a
difficult problem domain for user interface design.



B. Kacsmar 

Challenges (1999)

● The unmotivated user property
● The abstraction property
● The lack of feedback property
● The barn door property
● The weakest link property

43

Whitten and Tygar. "Why Johnny Can't Encrypt: A Usability Evaluation of PGP 5.0." USENIX Security Symposium. 1999.

Claim: Security has some inherent properties that make it a
difficult problem domain for user interface design.

Task: make computer security usable for people who are not 
already knowledgeable in that area
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(Many) Descendents and Branches after Johnny 

44
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Branches Following Engineering Style Challenges

45

“PGP 5.0 alerts its users to this compatibility issue…it uses 
different icons to depict the different key types…”

● NIST (and other) standardization processes
● Tools, libraries, etc…
● Improving intuition of icons (browsers, mobile…)

L. Cranor, Potty Talk at PEPR 2021,  https://youtu.be/s4cS5Tqnemo
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Branches Following the Visual Metaphors

4646

M. Oates, et al. Turtles, locks, and bathrooms: Understanding mental models of privacy through illustration." Proceedings on Privacy Enhancing Technologies 2018.
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The Branches Towards Usable Cryptography
● Ceremony analysis
● (Novel and Nuanced) threat models 
● Human Computer Interaction (HCI) studies
● Software engineering (tooling)

47
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The Principle of Psychological Acceptability

“ It is essential that the human interface be designed for ease 
of use, so that users routinely and automatically apply the 

protection mechanisms correctly.”
- Jerome Saltzer and Michael Schroeder

48

J. Saltzer and Michael Schroeder. “The Protection of Information in Computer Systems”, Proceedings of the IEEE 63:0. 1975
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Important

Theoretical Cryptography? 

Applied Cryptography?

Deployable Cryptography?

49
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Question the Assumptions of the Motivation
Private set intersection as “good” for: 

● Ad conversion
● Security incident information sharing
● Contact discovery

50

Pattern of the claims made: 
● Just send it (bad)
● Just hash it (bad)

● Just PSI this (good)
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We can do 
better

51
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Core ideas for the remainder if today
● Humans (ceremony analysis) towards ensuring the 

cryptographic guarantees are preserved

● Human-centered design – to ensure we design the right 
cryptography

52

For developing cryptography.
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Human-Centered Design

“...that aims to make systems usable and useful by focusing 
on the users, their needs and requirements, ... counteracts 
possible adverse effects of use...” - ISO 9241-210:2019(E)

53

1) Perceptions and Practices

2) Protocols

3) Communicate Advancement
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Our First Example: Finding Pinch Points

Ceremony Analysis and Secret Sharing

B. Kacsmar,  C. H. Komlo, F. Kerschbaum, and I. Goldberg. "Mind the Gap: Ceremonies for Applied Secret Sharing." Proc. Privacy Enhancing Technologies (PoPETs). 2020.
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Pinch Points? 

55

Image source: https://www.constructionsafety.co.za/ems/pinch-points/

Def: When objects come together and there is a possibility that a 
person could be caught or injured
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Common Causes of Pinch Points? 
● Lack of attention…
● Mobility (of equipment)
● Poor maintenance 
● Lack of proper safe work procedures
● Reaching into moving points…

56
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Secret Sharing: (t, n) - Threshold Schemes

57

Alice

Bob

DaveDocument

Secret s Size n group Threshold t

(2, 3) - Threshold Scheme

AB

AD

BD

A. Shamir. (1979). How to share a secret. Communications of the ACM, 22(11), 612-613.
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Properties of (t, n) - Threshold Scheme 

58

● Reconstruction:  any size t subset of the n participants 
can compute the secret given their t shares

● Secrecy:  no subset of the n participants consisting of t-1 
or fewer participants is able to gain any knowledge of the 
secret given their combined shares
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Ceremony Analysis
● The concept of ceremony is introduced as an extension of 

the concept of network protocols
●  Human nodes alongside computer nodes
● The communication links include UI, human-to-human 

communication, and transfers of physical objects that carry 
data

59

C. Ellison. (2007). Ceremony design and analysis. Cryptology EPrint Archive.
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(A Version) of TLS Protocol Flow

60

Figure 1 from C. Ellison. (2007). Ceremony design and analysis. Cryptology EPrint Archive.
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(A Version) of HTTPS Ceremony

61

Figure 2 from C. Ellison. (2007). Ceremony design and analysis. Cryptology EPrint Archive.
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Ceremonies and Secret Sharing

62

Ceremony

TLS

Diffie-Hellman 
Key Exchange

C. Ellison. (2007). Ceremony design and analysis. Cryptology EPrint Archive.
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Ceremonies and Secret Sharing

63

Ceremony

TLS

Diffie-Hellman 
Key Exchange

Ceremony

Shamir Threshold 
Scheme

Protocol

C. Ellison. (2007). Ceremony design and analysis. Cryptology EPrint Archive.
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Beginning to End

64

s Gen.

Share Generation

sRec.

Secret Recovery
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Before the Beginning

65

Case 1: 

Case 2: 

Alice the Journalist

Alice the Journalist
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Case 1: 

Case 2: 

Alice

Gen.
t=2, n=3

Carol

Bob

Alice Bob

Carol

Share Generation
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Case 1: 

Case 2: 

Alice Carol

Bob

Alice

Gen.
t=2, n=3

Gen.
t=2, n=3

Carol

Bob

Alice Bob

Carol

Alice

Bob

Share Generation

Carol
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Gen.

t=2, n=3

Carol

Deletion 

Devices
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Secret Sharing Ceremony Analysis Framework

69

1. Identify the stages of the ceremony 

2. Define the threat model

3. Define the mode of operation

4. Evaluate the security goals against the adversaries

B. Kacsmar,  C. H. Komlo, F. Kerschbaum, and I. Goldberg. "Mind the Gap: Ceremonies for Applied Secret Sharing." Proc. Privacy Enhancing Technologies (PoPETs). 2020.
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Case Study: Sunder

70

➔ A tool from Freedom of the Press for 
journalists 

➔ Implements Shamir secret sharing

➔ Support for share integrity

➔ (Some) support for Base and 
Extended modes

B. Kacsmar,  C. H. Komlo, F. Kerschbaum, and I. Goldberg. "Mind the Gap: Ceremonies for Applied Secret Sharing." Proc. Privacy Enhancing Technologies (PoPETs). 2020.
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Sunder Stages and Modes 
➔ Secret Preparation

➔ Share Generation

➔ Share Distribution

➔ Secret Reconstruction

➔ Extended Reconstruction

Gen.
t=2, n=3

71

B. Kacsmar,  C. H. Komlo, F. Kerschbaum, and I. Goldberg. "Mind the Gap: Ceremonies for Applied Secret Sharing." Proc. Privacy Enhancing Technologies (PoPETs). 2020.
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Sunder Stages and Modes 
➔ Secret Preparation

➔ Share Generation

➔ Share Distribution

➔ Secret Reconstruction

➔ Extended Reconstruction

t=2, n=3

Enc(             )

72
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Sunder Stages and Modes 
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➔ Secret Preparation

➔ Share Generation

➔ Share Distribution

➔ Secret Reconstruction

➔ Extended Reconstruction
Dec(             )
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Sunder Stage: Share Distribution

74

1. Choice: Select n participants 
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Sunder Stage: Share Distribution
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1. Choice: Select n participants 

2. Choice: Select a secure communication channel 
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Sunder Stage: Share Distribution

76

1. Choice: Select n participants 

2. Choice: Select a secure communication channel 

3. Action: The dealer sends each participant their share and 

corresponding public verification key 
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Sunder Stage: Share Distribution

77

1. Choice: Select n participants 

2. Choice: Select a secure communication channel 

3. Action: The dealer sends each participant their share and 

corresponding public verification key 

4. Action: Delete each share from the dealer's device.
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Sunder Stage: Share Distribution

78

1. Choice: Select n participants 

2. Choice: Select a secure communication channel 

3. Action: The dealer sends each participant their share and 

corresponding public verification key 

4. Action: Delete each share from the dealer's device.

5. Choice: Each participant selects an appropriate storage 

mechanism for their share
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Sunder Stage: Share Distribution

79

1. Choice: Select n participants 

2. Choice: Select a secure communication channel 

3. Action: The dealer sends each participant their share and 

corresponding public verification key 

4. Action: Delete each share from the dealer's device.

5. Choice: Each participant selects an appropriate storage 

mechanism for their share

6. Action: Each participant stores their share
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Sunder: Analysis Threat Model 

80

➔ A high-powered adversary with the power and resources of a 
government actor 

➔ Adversaries may be participants or outsiders

➔ We do not assume roles are static

➔ Adversarial goals may include: learning secret information, 
modifying secret information, preventing secret recovery, and 
causing harm to participants
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Sunder Ceremony Evaluation

81
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Threats to Secret Reconstruction

82

Alice

1. Alice leaving the organization 

2. A share being damaged

3. A share being stolen

4. The device storing the 
encrypted files is destroyed
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Idea!! Lightweight Proactive VSS

83

Adds three new stages: 

➔ Share Update

➔ Share Validate

➔ Generate Commitment Access Revocation via 
Updates

Verification of Share Integrity 
and File Integrity
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Proactive VSS: Share Validation

84

1. Action: The participant fetches the commitment from its 

trusted public location

2. Device: The participant will evaluate the validation function                            

3. Device: The participant verifies the correctness of her share by 

checking the commitment matches the validation function

B. Kacsmar,  C. H. Komlo, F. Kerschbaum, and I. Goldberg. "Mind the Gap: Ceremonies for Applied Secret Sharing." Proc. Privacy Enhancing Technologies (PoPETs). 2020.
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Proactive VSS: Share Updates

85

Updater: Carol

Gen.

t=2, n=3

New h(x), where s=0

U1

U2

U3

Alice

Alice

Bob

Carol
Carol

U1

U3

Publish verification update
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Lightweight Improvements Comparison
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Take this Home

87

➔ Variations in the ceremony can lead to changes in the 
fundamental security properties provided to end users

➔ Ceremonies can aid in the design and analysis of future 
implementations of secret sharing through its detailed 
ceremony definition and explicit coverage of previously 
undefined assumptions
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Our Second Example: Finding Design Failures

HCI and PSI

Kacsmar, Duddu, Tilbury, Ur, and Kerschbaum. Comprehension from Chaos: Towards Informed Consent for Private Computation. 2023 ACM SIGSAC 
Conference on Computer and Communications Security (CCS).
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Some more risks 
of failing usability 
for cryptography?

89
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What about 
usability for your 

cryptography?
90
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A Wider View of Technical Privacy

91

Legal PrivacyTechnical 
Privacy

Conceptual 
Privacy

Usable 
Privacy

Bill C-27

M. Oates, et al. Turtles, locks, and bathrooms: Understanding mental models of privacy through illustration." Proceedings on Privacy Enhancing Technologies 2018.

Understanding privacy notions and behaviours, right to privacy, 
and privacy expectations
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 Cryptography from Research Papers to Products
● What steps are involved in adopting cryptography, and 

who are the relevant stakeholders? 
● What are the key obstacles hindering the widespread 

adoption and correct use of cryptography?
● What are potential ways to overcome these obstacles?

92

K. Fischer, I. Trummová, P. Gajland, Y. Acar, S. Fahl, & A. Sasse. “The Challenges of Bringing Cryptography from Research Papers to Products: Results from an Interview Study with Experts”.  Usenix 
Security Symposium 2024
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A Path from Research Papers to Products
1. Algorithm and Protocol Development
2. Standardization
3. Secure Implementation (Cryptography Libraries)
4. Product Development
5. Adoption and Use of Cryptographic Products

93

K. Fischer, I. Trummová, P. Gajland, Y. Acar, S. Fahl, & A. Sasse. “The Challenges of Bringing Cryptography from Research Papers to Products: Results from an Interview Study with Experts”.  Usenix 
Security Symposium 2024
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A Visualization of the Cryptography Ecosystem

94

Figure 2 from: K. Fischer, I. Trummová, P. Gajland, Y. Acar, S. Fahl, & A. Sasse. “The Challenges of Bringing Cryptography from Research Papers to Products: Results from an Interview Study with 
Experts”.  Usenix Security Symposium 2024
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A Visualization of the Cryptography Ecosystem
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Figure 2 from: K. Fischer, I. Trummová, P. Gajland, Y. Acar, S. Fahl, & A. Sasse. “The Challenges of Bringing Cryptography from Research Papers to Products: Results from an Interview Study with 
Experts”.  Usenix Security Symposium 2024
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A Visualization of the Cryptography Ecosystem
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Figure 2 from: K. Fischer, I. Trummová, P. Gajland, Y. Acar, S. Fahl, & A. Sasse. “The Challenges of Bringing Cryptography from Research Papers to Products: Results from an Interview Study with 
Experts”.  Usenix Security Symposium 2024
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A Visualization of the Cryptography Ecosystem
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Figure 2 from: K. Fischer, I. Trummová, P. Gajland, Y. Acar, S. Fahl, & A. Sasse. “The Challenges of Bringing Cryptography from Research Papers to Products: Results from an Interview Study with 
Experts”.  Usenix Security Symposium 2024



B. Kacsmar 

A Visualization of the Cryptography Ecosystem

98

Figure 2 from: K. Fischer, I. Trummová, P. Gajland, Y. Acar, S. Fahl, & A. Sasse. “The Challenges of Bringing Cryptography from Research Papers to Products: Results from an Interview Study with 
Experts”.  Usenix Security Symposium 2024
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A Visualization of the Cryptography Ecosystem

99

Figure 2 from: K. Fischer, I. Trummová, P. Gajland, Y. Acar, S. Fahl, & A. Sasse. “The Challenges of Bringing Cryptography from Research Papers to Products: Results from an Interview Study with 
Experts”.  Usenix Security Symposium 2024
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A Visualization of the Cryptography Ecosystem

100

Figure 2 from: K. Fischer, I. Trummová, P. Gajland, Y. Acar, S. Fahl, & A. Sasse. “The Challenges of Bringing Cryptography from Research Papers to Products: Results from an Interview Study with 
Experts”.  Usenix Security Symposium 2024

Question: Can we agree this is a problem?
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Diverging (Expert) Views

101

K. Fischer, I. Trummová, P. Gajland, Y. Acar, S. Fahl, & A. Sasse. “The Challenges of Bringing Cryptography from Research Papers to Products: Results from an Interview Study with Experts”.  Usenix 
Security Symposium 2024
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Diverging (Expert) Views

102

“[RWC] is actually a wonderful place where industry 
and academia come together. [. . . ] The community is 

growing and a lot of papers that analyse a crypto 
standard will now actually appear at the security 

conferences.” (P3)
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Diverging (Expert) Views
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“[RWC] is actually a wonderful place where industry 
and academia come together. [. . . ] The community is 

growing and a lot of papers that analyse a crypto 
standard will now actually appear at the security 

conferences.” (P3)

“RWC, even by it’s name, it conveys what the 
message is: ‘Don’t bring your theoretical nonsense 

here. We don’t want to hear about it!’” (P13).
K. Fischer, I. Trummová, P. Gajland, Y. Acar, S. Fahl, & A. Sasse. “The Challenges of Bringing Cryptography from Research Papers to Products: Results from an Interview Study with Experts”.  Usenix 
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Diverging (Expert) Views
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“[RWC] is actually a wonderful place where industry 
and academia come together. [. . . ] The community is 

growing and a lot of papers that analyse a crypto 
standard will now actually appear at the security 

conferences.” (P3)

“RWC, even by it’s name, it conveys what the 
message is: ‘Don’t bring your theoretical nonsense 

here. We don’t want to hear about it!’” (P13).
K. Fischer, I. Trummová, P. Gajland, Y. Acar, S. Fahl, & A. Sasse. “The Challenges of Bringing Cryptography from Research Papers to Products: Results from an Interview Study with Experts”.  Usenix 
Security Symposium 2024

Posits: Motivators/Rewards are the issue
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More Diverging (Expert) Views
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More Diverging (Expert) Views
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“[Engineers] have a system and they want to make it 
secure. And so you indeed have to translate your scheme 
and explain them what you want to do, what you want to 
achieve and why these properties are important.” (P7)
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More Diverging (Expert) Views
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“[Engineers] have a system and they want to make it 
secure. And so you indeed have to translate your scheme 
and explain them what you want to do, what you want to 
achieve and why these properties are important.” (P7)

 
“No! I don’t want to understand the problem with 
the application. That’s your job! My job is just the 

design and mathematics!” (P10)
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More Diverging (Expert) Views
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K. Fischer, I. Trummová, P. Gajland, Y. Acar, S. Fahl, & A. Sasse. “The Challenges of Bringing Cryptography from Research Papers to Products: Results from an Interview Study with Experts”.  Usenix 
Security Symposium 2024

“[Engineers] have a system and they want to make it 
secure. And so you indeed have to translate your scheme 
and explain them what you want to do, what you want to 
achieve and why these properties are important.” (P7)

 
“No! I don’t want to understand the problem with 
the application. That’s your job! My job is just the 

design and mathematics!” (P10)Posits: Lack of translators is the issue
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All together now 
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“Of course, not everyone needs to be an expert in multiple
areas. However, our interviews have shown that the role of
a translator, “a crypto plumber”, or a person in the middle is
often poorly rewarded and insufficiently incentivized. Our

results suggest that there is certainly a need for people to step
into this role.” - Fischer et al. 2024

K. Fischer, I. Trummová, P. Gajland, Y. Acar, S. Fahl, & A. Sasse. “The Challenges of Bringing Cryptography from Research Papers to Products: Results from an Interview Study with Experts”.  Usenix 
Security Symposium 2024
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All together now 
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“Of course, not everyone needs to be an expert in multiple
areas. However, our interviews have shown that the role of

a translator, “a crypto plumber”, or a person in the middle is
often poorly rewarded and insufficiently incentivized. Our

results suggest that there is certainly a need for people to step
into this role.” - Fischer et al. 2024
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“So what?” -  The Audience
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“In general users don’t care very much: I mean good 
cryptography is cryptography that users don’t see, right?” (P7).

K. Fischer, I. Trummová, P. Gajland, Y. Acar, S. Fahl, & A. Sasse. “The Challenges of Bringing Cryptography from Research Papers to Products: Results from an Interview Study with Experts”.  Usenix 
Security Symposium 2024

Then what do we need to tell them? Do we need to? 

What cryptography do we need to make? How do we know? 



B. Kacsmar 

Return: Why Private Computation?

113

A company        
wants to analyze 

data 

But the data has 
privacy implications 
for the data subjects

Researchers 
develop technical 

solutions

In what ways does private computation matter to people?
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Types of Multiparty Data Sharing
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Kacsmar, Tilbury, Mazmudar, Kerschbaum. Caring about Sharing: User Perceptions of Multiparty Data Sharing. USENIX Security 2022
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Overall Acceptability Across Scenarios 

115

General Scenario 
Acceptability? 
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Overall Acceptability Across Scenarios 
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General Scenario 
Acceptability? 



B. Kacsmar 

Retention: Acceptability Across All Scenarios 
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Data Retention?

● Indefinitely
● While in use
● For set time
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Consent: Acceptability Across All Scenarios 
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Informed Consent?

● Concealed 
● Assumed
● Opt-out
● Opt-in
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Consent: Acceptability Across All Scenarios 
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Informed Consent?

● Concealed 
● Assumed
● Opt-out
● Opt-in

February 10th, 2023
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Sharing Type Impact on Overall Acceptability 
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General acceptability is statistically different between types.
Kacsmar, Tilbury, Mazmudar, Kerschbaum. Caring about Sharing: User Perceptions of Multiparty Data Sharing. USENIX Security 2022
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Throw some 
privacy at it. 

121
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A Private Computation? Cryptography!
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X = {x1, x2, …, xn}

Y = {y1, y2, …, ym}

I want to learn
 Z = X ∩ Y
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Private Set Intersection (PSI)
●Alice has set X = {x1, x2, x3, …, xn}

●Bob has set Y = {y1, y2, y3, …, ym}

●They want to compute Z = X ∩ Y (but reveal nothing else)

●This is an instance of a two-party computation of a specific 
function

123
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Private Set Intersections
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A B? A B?

C
A B?

2-Party, One-Way PSI

A        B

2-Party, Two-Way PSI

A        B
n-Party PSI 

Directionality Reducing Information Multi-party Varying Guarantees
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PSI: Strawman Protocol
●Alice permutes her set X, Bob permutes his set Y
●For each x ∈ X

○ For each y ∈ Y
■ Compute x =? y

●Protocol for comparison x =? y
○ Alice → Bob: EA(x)
○ Bob: Choose r. c = (EA(x) * EA(-y))^r
○ Bob → Alice: c
○ Alice: Output x = y, if DA(c) = 0, else x ≠ y

125
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Throw some 
differential 

privacy at it. 
126
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Private Set Intersection 
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 Kacsmar  Khurram, Lukas, Norton, et al. "Differentially private two-party set operations." In 2020 IEEE European Symposium on Security and Privacy (EuroS&P), pp. 390-404. IEEE, 2020.

X = {x1, x2, …, xn}

Y = {y1, y2, …, ym}
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Why Differentially Private Set Intersection?

128

B. Kacsmar, B. Khurram, N. Lukas, A. Norton, et al. "Differentially private two-party set operations." In 2020 IEEE European Symposium on Security and Privacy (EuroS&P), pp. 390-404. IEEE, 2020.

Individuals with 
transactions at R who 

saw ads for R 

1. Let s be the sum of matched credit 
card transactions 

2. Ads for R are very specific, if only 
one individual is at the match, s 
reveals purchase history for them

3. The goal of a DP-sum for this 
intersection is to prevent such 
revelations.
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Perceptions and Expectations
● What do data subjects understand?

● How is a data subject’s willingness to share impacted?

● How do data subjects perceive the risks?

129

What they           
“want”

Build towards       
those attributes

What they            
“need”

Kacsmar, Duddu, Tilbury, Ur, and Kerschbaum. Comprehension from Chaos: Towards Informed Consent for Private Computation. 2023 ACM SIGSAC 
Conference on Computer and Communications Security (CCS).
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The Scenarios
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Ad Conversion Contact Discovery

Wage Equity Census Analysis

Kacsmar, Duddu, Tilbury, Ur, and Kerschbaum. Comprehension from Chaos: Towards Informed Consent for Private Computation. 2023 ACM SIGSAC 
Conference on Computer and Communications Security (CCS).
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Contact Discovery Conceptual Example

131

The app wants to determine the common contacts between the 
new user and the existing users via…

1. …the new user shares all their contact information with the  social 
media app.

2. … the new user shares a modified version of their contact 
information…such that the social media app does not learn 
non-users…thus, this means…

Kacsmar, Duddu, Tilbury, Ur, and Kerschbaum. Comprehension from Chaos: Towards Informed Consent for Private Computation. 2023 ACM SIGSAC 
Conference on Computer and Communications Security (CCS).
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The Interview

132

Expectations and 
Term Awareness

Initial Definition      
and Baseline

Scenario 
Assessment 

Inference Attack 
Perceptions

General 
Perceptions

Collective 
Explanation Activity

Kacsmar, Duddu, Tilbury, Ur, and Kerschbaum. Comprehension from Chaos: Towards Informed Consent for Private Computation. 2023 ACM SIGSAC 
Conference on Computer and Communications Security (CCS).
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Participant Comprehension and Expectations
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First Attempt Final ConsensusSecond Attempt

Kacsmar, Duddu, Tilbury, Ur, and Kerschbaum. Comprehension from Chaos: Towards Informed Consent for Private Computation. 2023 ACM SIGSAC 
Conference on Computer and Communications Security (CCS).
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Participant Comprehension and Expectations
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First Attempt Final ExplanationSecond Attempt

Overlapping

Brief

Unsuccessful

Accuracy!Descriptive!

Recommendations!

Purpose!

Protections!

Data collected!

Unconcerned with details of the mechanism, impact matters
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Kacsmar, Duddu, Tilbury, Ur, and Kerschbaum. Comprehension from Chaos: Towards Informed Consent for Private Computation. 2023 ACM SIGSAC 
Conference on Computer and Communications Security (CCS).
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Impact of Private Computation
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“...they’re trying to make it sound a
little bit better” (P19).

“...it feels a little bit more
protected that way” (P12)

Kacsmar, Duddu, Tilbury, Ur, and Kerschbaum. Comprehension from Chaos: Towards Informed Consent for Private Computation. 2023 ACM SIGSAC 
Conference on Computer and Communications Security (CCS).
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Bounded Impact of Private Computation

137

“At the end of the day, 
they’re still like learning specific things about me” (P7)

Regulate the 
Restrictions

Consent Above 
All

Divulge the 
Details

Intentions 
Matter



B. Kacsmar 

-So what - in 
cryptographic 

terms 
138
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Awareness of Unique Threat Models

139

 There exist, and will continue to exist risks 
that cannot be regulated by technology

A B

Joins Social App Real Identity ConnectedContact Discovery

Alice
A B
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How can we modify PSI for Alice? 

140



B. Kacsmar 

Do we understand the problem?  

141
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Not just consent, what is the attack? 
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Not just consent, what is the attack? 
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Consider: 
● Alice joins the app and signs up with her phone number 

and “E(contact list)”, not shared with other users
● The app, uses contact discovery, but does so with PSI
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Not just consent, what is the attack? 
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Consider: 
● Alice joins the app and signs up with her phone number 

and “E(contact list)”, not shared with other users
● The app, uses contact discovery, but does so with PSI
● Mallory, joins the app
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Not just consent, what is the attack? 
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Consider: 
● Alice joins the app and signs up with her phone number 

and “E(contact list)”, not shared with other users
● The app, uses contact discovery, but does so with PSI
● Mallory, joins the app
● Mallory, has Alice’s number in her contact list
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Not just consent, what is the attack? 
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Consider: 
● Alice joins the app and signs up with her phone number 

and “E(contact list)”, not shared with other users
● The app, uses contact discovery, but does so with PSI
● Mallory, joins the app
● Mallory, has Alice’s number in her contact list
● The app connects Mallory and Alice
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Not just consent, what is the attack? 
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Consider: 
● Alice joins the app and signs up with her phone number 

and “E(contact list)”, not shared with other users
● The app, uses contact discovery, but does so with PSI
● Mallory, joins the app
● Mallory, has Alice’s number in her contact list
● The app connects Mallory and Alice

Easy fix you say? 
Alice should just get a new number you say? 
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Variant: Not just consent, what is the attack? 

148

Consider Alice got a new number: 
● Alice joins the app and signs up with her phone number 

and “E(contact list)”, not shared with other users
● The app, uses contact discovery, but does so with PSI
● Mallory, joins the app
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Variant: Not just consent, what is the attack? 

149

Consider: 
● Alice joins the app and signs up with her phone number 

and “E(contact list)”, not shared with other users
● The app, uses contact discovery, but does so with PSI
● Mallory, joins the app
● Mallory, tries a set of numbers for Alice’s area code, 

excluding known non-Alice’s as her contact list
● The app connects Mallory and Alice
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How can we modify PSI for Alice? 

150
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Attempt Fix 1

151

A B

Alice’s #’s ∩ App users

A2 B

A2 ⊆ A #’s ∩ App users
And

Match iff A2 ∩ B ∩ C

C
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Attempt Fix 1
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A B

Alice’s #’s ∩ App users

A2 B

A2 ⊆ A #’s ∩ App users
And

Match iff A2 ∩ B ∩ C

C

Problem: 3 Party PSI where server will need to find the third 
party for every element in the primary client set.
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Attempt Fix 2

153

A B

Alice’s #’s ∩ App users For all a ∈ A2, a ← a + A#
A2 ⊆ A #’s ∩ App users

A2 B

Homework?
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Attempt Fix 2
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A B

Alice’s #’s ∩ App users For all a ∈ A2, a ← a + A#
A2 ⊆ A #’s ∩ App users

A2 B

Problem: better, might work, increased communication cost 
(size not count), increased size of strings to be processed, need 

to verify number ownership in some way…

Homework?
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Assorted Neat Cryptography with a Usability Vec.

155

Individualized PATE: Differentially 
Private Machine Learning with 
Individual Privacy Guarantees.
Boenisch et al. (PoPETs ‘23)

A Gentle Tutorial for Lattice-Based Cryptanalysis
Surin and Cohney (eprint.iacr.org/2023/032)

Callisto: A Cryptographic 
Approach to Detecting Serial 

Perpetrators of Sexual Misconduct
Rajan et al. (COMPASS '18)

 Shatter Secrets: Using Secret Sharing to Cross Borders                       
with Encrypted Devices.

Atwater and Goldberg (Security Protocols 2018. LNCS, vol 11286)
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Take this: Usability is Critical for Cryptography
We need usability to support: 
● Accessibility of secure systems for organizations big and 

small, used by individuals and populations
● Enforceability from legaslaters 
● Verifiability for those implementing and deploying
● Meaningful privacy from applied cryptography for privacy

156

How will you develop cryptography that does this? 

Thanks!
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There are many other variants of properties
For instance, repairability and access control

158
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Balanced Incomplete Block Designs (BIBD)
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A Useful Property
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Constructing a Repairable (2,7)-TS 
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From 2-Designs to t-Designs
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2-Designs and 3-Designs
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