
CMPUT 626 - A2
 Machine Learning and Practical 

Privacy

Fall 2023, Tuesday/Thursday 3:30-4:50pm 

Law, Ethics, and Policy



CMPUT 626 A2 Fall 2023 

Admin Stuff
Main schedule is up on eClass

If you want to request to be able to do a third paper, let me 
know by Monday. 

After add/drop day I will schedule any remaining slots with 
those interested in speaking more. 
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Why this session?
● Course content includes attacks 

● Attacks can have societal impact and individual impact

● Your future work, research, industry, start-up, software, 

security…
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Data Exploitation

4The Guardian March 2018

The New York Times June 2010
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Technology to Manipulate People and Decisions

5

The Guardian June 2014

MIT Tech Review January 2019
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Privacy and Surveillance
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The New York Times July 2017

The Washington Post August 2019
The Guardian November 2015
(see Valerie Steeves work as well)
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The Jurassic Problem

7



CMPUT 626 A2 Fall 2023 

What are the effects of your actions… your code?
● It's not just on the humanities..

● Tech ethics as a field is increasing because what you build 
matters. 
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False Equivalence: Ethics and Law 
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A Practical Problem of Technology Law

10https://www.justice.gc.ca/eng/laws-lois/index.html
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Newer (?) Laws
● California Consumer Protection Act 2018
● California Privacy Rights Act

○ 2020 approval, 2023 into effect

● Canada: Bill C-27, the Digital Charter Implementation Act
○ Recall, PIPEDA, implemented in 2001, 2002, 2004
○ As of 2018, several provinces have similar privacy laws
○ Parliament, 1st session November 22, 2021, 
○ Passed second round April 24, 2023 
○ Passed first round in June 16, 2022
○ Includes Consumer Privacy Protection Act, the Personal Information and Data Protection 

Tribunal Act, and the Artificial Intelligence and Data Act.

11



CMPUT 626 A2 Fall 2023 

Learning Outcomes
1) Recognize ethical issues in computer science (and 

security/privacy specifically)

2) Assess technology for ethical implications with 
consideration to multiple perspectives and social 
consequences.
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The Remainder of this Session…
● Professional societies and codes of ethics

● What is ethics? 

● What can ethics say about technology?

● Some practical advice and actions
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● As a computer (security) professional you will be expected 

to uphold certain ethical standards 

● Association for Computing Machinery (ACM) 

● Institute of Electrical and Electronics Engineers (IEEE) 

● Canadian Information Processing Society (CIPS)

Ethics and Professional Societies
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Overview of CIPS’ Code of Ethics: 
● Protect Public Interest and Maintain Integrity 

● Demonstrate Competence and Quality of Service 

●  Maintain Confidential Information and Privacy 

● Avoid Conflicts of Interest 

● Uphold Responsibility to the IT Profession
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Using Ethical Theory Grid and Description: Steve Robinson, Brandon University

WHAT IS ETHICS?
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What is Ethics?

17

Ethics != Law

Ethics != A subjective expression of what you think

Ethical Theory Grid and Description: Steve Robinson, Brandon University
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What is Ethics?

18

Ethics != Law

Ethics != A subjective expression of what you think

Ethical Theory Grid and Description: Steve Robinson, Brandon University

“Ethics” is about solving shared practical problems by building consensus 
through rigorous, logical argument.

Ethical theories aim to make a range of prescriptions, justified on certain 
grounds. 
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Ethical Theory Prescriptions

19

  Consequentialism                Deontologism                   Virtue Ethics

John
Stuart
Mill

Immanuel
Kant

Aristotle

“Be happy,
and make 

others
happy…”

“Respect others’
rights and 
legitimate

demands…”

“Be the most
fully human 

person
you can be…”

Ethical Theory Grid and Description: Steve Robinson, Brandon University
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Ethical Theory Grounds

20

  Naturalistic

  Pragmatistic

Rationalistic

“…because it’s human nature to behave that 
way.”

“…because common sense 
demands it.”

“…because that’s how we do things ’round 
here.”

Ethical Theory Grid and Description: Steve Robinson, Brandon University
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Ethical Theories

21

  Naturalistic
John

Stuart
Mill

Immanuel
Kant

Aristotle

Ethical Theory Grid and Description: Steve Robinson, Brandon University

  Pragmatistic

Rationalistic

  Consequentialism                Deontologism                   Virtue Ethics
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What can theories say about tech actions? Pick A. 

22

Pragmatistic

Consequentialism

The culture we share 
commits us all to the 
promotion of individual 
desire satisfaction: all of 
our institutions push us in 
this direction; it’s the only 
way to make sense of our 
actual lives. (Other 
cultures may differ.)
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What can theories say about tech actions? Pick B. 

23

Naturalistic 

Consequentialism

You are most fully 
and completely 
human when you are 
working to maximize 
the happiness of all 
people.
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What can theories say about tech actions? Pick C. 

24

Rationalistic 

Deontologism

If what I seek is my own 
fulfillment in life, then it 
is necessarily the case 
that I will succeed better 
by working with others 
rather than against them; 
respecting human rights 
and human dignity will 
always make me better off 
than I would otherwise 
be. 
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APPLYING ETHICS

25

When Wittgenstein challenged Popper to state an example of 
a moral rule, Popper claimed to have replied "Not to threaten 

visiting lecturers with hot pokers”
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Responsible Disclosure
● When finding a vulnerability, what 

should you do?

● The idea of responsible disclosure 

is you inform those responsible so 

they have an opportunity to fix  it 

first. 

26https://openprivacy.ca/blog/2019/09/09/open-privacy-discovers-vancouver-patient-medical-data-breach/
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Trying to Build Ethically – Perspectives
● Get as many dissenting voices as possible. 

● Explain how something works, what is possible to go wrong, 
and how bad actors can take advantage to a non-expert. 

● The privacy and data protection norms and cultural values 
vary by region and country. 

● Consult other types of experts                                                                                          
(e.g. ethics, regions, advocates, activists)

27@worldwise001, @ussjoin,@dinodaizovi, @wbm312, @limufar 
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Trying to Build Ethically – Question 

28@worldwise001, @ussjoin,@dinodaizovi, @wbm312, @limufar 

Not as intended… As intended…

● Failure modes? 

● Abuse cases?

● Who does this effect?

● Who could it effect? 

● Did this need to be collected?

● Edge cases?

▪ Who does this effect?

▪ Who could it effect? 

▪ Did this need to be collected?

▪ Edge cases?
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Questioning Hello Barbie

29For more on this and things like it see Valerie Steeves work

The doll uses voice recognition software to ‘listen’ to the child and ‘talk back’.

Children's voices are then recorded and sent to the cloud where they are analyzed

It also connects to Wi-Fi.
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Questioning Hello Barbie

30For more on this and things like it see Valerie Steeves work

The doll uses voice recognition software to ‘listen’ to the child and ‘talk back’.

Children's voices are then recorded and sent to the cloud where they are analyzed

It also connects to Wi-Fi.

1. Consider the effects of this toy when 
working correctly?

2. Incorrectly

Write out some questions you would want 
answered before this toy was built. 
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Questioning Hello Barbie – When it works

31

● Non-transparent to parents (and children)

● Children are the intended ‘users’ 

● Can it reproduce discriminatory patterns?

● Does this incorporate stereotypical performance?

● Is recording the children’s voices necessary?

● What are the risks of the Wi-Fi connection?

● Can parents access Barbie’s responses for their own review? 

For more on this and things like it see Valerie Steeves work
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Questioning Hello Barbie – When it goes wrong

32

● Can recordings of children’s voices be accessed on the 
server?

● Can recordings be connected to children or real locations?

● What security measures are in place to prevent malicious 
access to the toys sensors (microphone, speaker)?

For more on this and things like it see Valerie Steeves work
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Trying to Build Ethically – Refusal
● You do not have to contribute your labor to work which 

serves to oppress 

● You may face pressure for your job security/promotion or 
financial stability 

● There are no cookies for making the right ethical decision

● Labor or work is not disassociated from the effects it has 
and harms it creates

● It is still not easy
33@worldwise001, @ussjoin,@dinodaizovi, @wbm312, @limufar 
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Making Ethical Decisions is Hard
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Takeaways
● You need differing perspectives. Different expertise, but also 

different cultures, backgrounds, and experiences

● The intricacies and pressures of an ethical dilemma is hard 

when it is not theoretical anymore

● We should always consider whether we “should”, regardless 

of our field

35Cat counter = 12.




